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T.Cloud (ETIX)
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MPLS L3
BGP ASN64911

MPLS L3

172,18.131.129/30 (PE IP)

BW 100 Mbps

ITEL

Media Switch

172.18.131.13030 (PE IF) BGP ASN65001

Cisco 292149 +

Circuit 1D
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VPN 16679 - ETIX Backup (Standby)
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FW Customer

IP Network Local
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ID fanssudnAny/ L‘ﬂ'rvimamsu'%mimwsiaLﬁaamqqiﬁﬁlﬁﬂutwﬂ‘[ﬂaﬁmsauwm
I¥UU VMWare Recovery Minimum Business Recovery | Maximum
Time Continuity Objective Point Tolerable
Objective (MBCO) Objective | Period of
(RTO) (RPO) Disruption
(MTPD)
® | BIOSTAR2 Cvy. | sruuadiTanuanunsed ® U ® U
Yovay oo Wellouiv
JEUUKAN
o | Intra-DB Cwl. | szuunuiilaninuasnsed ® U ® U
fovaz oo Wlaieuiv
JEUUNEN
o | MASTIME Cwl. | szuunuiifanuasnsad ® U ® U
Yovay wo Wlafieuiv
JEUUKAN
& | NSM-AADC-01 Cv. | sruuadiamuanunsed ® U ® U
Yovay oo Wiafiguiv
JEUUNAN
& | NSM-APP-01- Cvy. | sruuadiTanuanunsed & V. & .
Intranet Yovay oo Wewlouiv
JEUUNAN
o | LAMP-04 Cvy. | sruuadianuanunsed ® U ® U
$ovaz oo Wiawieuiv
JEUUNAN
o | LAMP-05 Cwl. | szuunuiiTanuasnsed ® U ® U
Yovaz wlo Wiafieuiv
JEUUNAN
& | NSM-DC-01 Cwl. | szuunuiianuasnsad & . & .
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I¥UU VMWare Recovery Minimum Business Recovery | Maximum
Time Continuity Objective Point Tolerable
Objective (MBCO) Objective | Period of
(RTO) (RPO) Disruption
(MTPD)
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I¥UU VMWare Recovery Minimum Business Recovery | Maximum
Time Continuity Objective Point Tolerable
Objective (MBCO) Objective | Period of
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LHUAWREAYANSVNLNUTavSUAaWNTAuazdatun1saiantiu
(Business Continuity Plan)

——
| Planned Fail-over
GROUP1 [
GROUP2 r'.l Tf‘_;g @ @ o
OO0 @pm o)
Managed Backup Service & Managed Security Service
B0 pm|
h e
g Coud Conned:
: ——
AR

Backup Appliance

®. ATIVADUANULVBITLUUATBINOUNTNAU

©.®) #i Veeam backup Server [Ualdauzon@Awls Veeam Backup & Replication Console

Recycle Bin

oD

Google

Chrome

An]
JE

Veeam
Backup &
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Console
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0.0) ATIAADUANUNTENVDITBYAA18e Iagluiuy Home -> Replicas wavnsivaauluy

994 Status I@nugidu Ready 3ol

HOME Q 1ype

NAME JOB NAME TvpEt STATUS CREATIONTIME ~ RESTOREPOINTS  ORIGINALLOC.. | REPLICALO
{51 BIoSTARZ RPG 1D Rep-t.. Cloud Ready 12/7/2022 1:5BAM B 172,17.198.10 172.31.2542001...
4 Replication {5 Pmil RPO 1D Rep-t.. Cloud Ready 12/7/2022 604 AM B 172,17.198.10 172.31.2542001...
=: Backups {1 plearnscience.com RPO 4H Rep-t.. Cloud Ready 12/7/2022 1202, 19 172,17.198.10 172.31.2542001...
% Disk 51 oRBUS RPG 1D Rep-t.. Cloud Ready 12/7/2022 602 AM B 172,17.198.10 172.31.2542001...
2, Disk (Imported) {1 OAS-Tracking RPO 4H Rep-t.. Cloud Ready 12/7/20221206.. 19 172.17.198.10 172.31.254201...

sk (VeeamZIP) {51 OAS-Saraban RPO 4H Rep-t.. Cloud Ready 12/7/2022 1152, 19 172.17.198.10 172.31.254200

[ Replicas {1 OAS-KM RPO 1D Rept.. Cloud Ready 12/7/2022 620 AM 8 172.17.198.10 172.31.25420\1...
E Ready {1 OAS-EDOC RPO 1D Rept.. Cloud Ready 12/7/2022 647 AM 8 172.17.198.10 172.31.25420\1...
i Failover Plans 51 NSM-0365 RPO 1D Rept.. Cloud Ready 12/7/20225:53AM 8 172.17.198.10 172.31.25420\11..
Last 24 Hours {51 NSM-NEWDB-01 RPO 1D Rept.. Cloud Ready 12/7/20225:52 AM 8 172.17.198.10 172.31.25420\11..
[5 Success [ thsi-sciencemuseum RO 1D Rep-t..  Cloud Ready 12/7/2022 6:24 AM 8 172.17.198.10 172.31.25420\11..
[% Failed {5 NSM-NEWAPP-01 RPO 1D Rept.. Cloud Ready 12/7/20225:58 AM 8 172.17.198.10 172.31.25420\11..
5 NSM-DE-01 RPO 4H Rep-t.. Cloud Ready 12/7/20221145.. 19 172.17.198.10 172.31.25420\11..
5 NSM-DB-01 RPO 1D Rept.. Cloud Ready 12/7/2022 6:11AM 8 172.17.198.10 172.31.25420\11..
[ NSM-APP-01-Intrsnct  RPO 4H Rep-t.. Cloud Ready 12/7/2022126.. 19 172.17.198.10 172.31.25420011..
51 NSM-AADC-01 RPO 1D Rep-t.. Cloud Ready 12/7/2022 157 AM 8 172.17.198.10 172.31.25420011..
51 MASTIME RPO 1D Rep-t.. Cloud Ready 12/7/2022 158 AM 8 172,17.198.10 172.31.2542001...
5 LAMP-05 RPO 1D Rep-t.. Cloud Ready 12/7/2022 344 AM 8 172.17.198.10 172.31.2542001...
51 LAMP-04 RPO 1D Rep-t.. Cloud Ready 12/7/2022 213 AM 8 172.17.198.10 172.31.2542001...
51 Intrs-D8 RPO 1D Rep-t.. Cloud Ready 12/7/2022 158 AM 8 172.17.198.10 172.31.2542001...
{51 ERP-DB-01 RPO 4H Rep-t.. Cloud Ready 12/7/20221232.. 19 172.19.3.1008M...  172.31.2542001...
{51 ERP-APP-01 RPO 4H Rep-t.. Cloud Ready 12/7/20221229.. 19 172.19.3.1008M...  172.31.2542001...

Ej NSM-Mail RPQ 1D Rep-t.. Cloud Ready 12/7/2022 216 AM 8 172.17.198.10 172.31.25420\11...
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b, TUABUNIINAUTTUUATAUWA (UKW DRP)

©.e) VL‘LJ‘ﬁL@J‘Lé Home -> Replicas -> Failover Plan AD

HOME

L

Backup Replication | Backup Copy

Job-  Job- | Copy~ Job-
Primary Jobs Ausilary Jobs

HOME

s Jobs

48 Backup

4 Replication
= Backups

24 Disk

2, Disk (Imported)
Disk (VeeamZIP)

[ Success
[ Failed

GE"Q BACKUP INFRASTRUCTURE

STORAGE INFRASTRUCTURE

TAPE INFRASTRUCTURE

[ Fues

(G wisTory

4*@?3

= =

=
Restore Failover Import Export

Plan - Backup Backup
Restore Adtions

PLATFORM 1
vCloud
vCloud

STATUS
Ready
Ready

NUMBER OF VMS
1
22

P

 J=8

rt Test Retry Undo

Ations

obs.
42 Backup
1 Replication

2 Disk (Importad)
) Disk (VeeamZIP)

[3 Success
[ Failed

A Houe

Sta

Details

-
g X
E‘d\t Delete

Manage Plan

Start

Start to...
B Test
Retry
Undo
Statistics
Delete
Edit..

WX

PLATFORM T
wCloud
wCloud

STATUS
Ready
Ready

NUMBER OF WMS
1
2
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.o) 591 VM Tanuzidu Success

Executing failover Plan: failover plan AD X
Marne: failover plan AD Status: Success
Restore type:  Failover Plan Start time:  12/7/2022 2:35:29 PM
Initiated by:  VEEAMOT\Administrator End time:  12/7/2022 2:36:25 PM
VM name Status Log
=
CINSM-DC-01 ) Success Message Duration
) Job started at 12/7/2022 2:35:29 PM
2 Failover plans view can be refreshed manually by pressing F5
22 Building list of machines to process 0:00:01
) Processing VM: NSM-DC-01 0:00:48
) Failover plan executed, 1 VMs processed, Successes: 1, Warnings: 0, Erro...
) Job finished at 12/7/2022 2:36:25 PM
Close
y v . .
b.&) Access AD /4 DR 38 FortiClient VPN
= X

(&) FortiClient -- The Security Fabric Agent

File Help

Upgrade to the full version to access additional features and receive technical support.

Edit VPN Connection

Connection Name NSM-DR
Description
Remote Gateway 147.50.69.155 %

+Add Remote Gateway
Customize port 9443

Client Certificate None
Authentication O Prompt on login ° Save login
Username nsmuser-10

Do not Warn Invalid Server Certificate

o Enabling this option will allow you to connect to untrusted sites where
the VPN connection will not be secure. If connected to untrusted sites,
attackers could steal your information such as credentials, credit card
details, etc. Please contact your network administrator or support team

for assistance.

Cancel Save
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server AD

- TU7 CAWiNdows\SYSVOL\domain

- Aanu 9l folder ety C:\Womdows\SYSVOL\domain (&en Properties

- TUfiuny Security > U3 Advanced

- natu Change M1US1I8M Owner waz LWaguAlu Domain Admins > na OK

1) » ThisPC » Local Disk (C) » backup

arites Name
sktop
wnloads.

cent places

2

Date m

2 b = domain =1 1011
[ [—— °
@® - 1) » ThisPC » Local Disk (C) » Windows » SYSVOL » domain ~ ¢|[ search domain

Favorites Name Date modifiec Type size

I Desitop

s Downloads

I Ntfrs Prefxisting_See Eventlog

%5 Recent places

4 This PC

|, Nifrs_PreExisting__See Eventlog Properties | X n Advanced Security Settings for Nifrs_PreExisting__See_Eventlog
‘General | Shar

Obiect name:  CWindows\SYSVOLidomsiniNiFrs_PreExisting Name: C:AWindows\SYSVOL\domain\Ntfrs PreExisting _See Eventlog

Group or user names: Owner: Domain Admins (NSM\Demain Admins) Change 4

WCREATOR OWNER i Replace owner on subcontainers and objects

#Authenticated Users =

#SYSTEM o

Amnan e eeoomen Pemisions | Auditng | Efctive Accss

To change permissions, click Edit.

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Edit.
Parmissions for CREATOR
WNER Allow Deny
Full contrsl ~
Modify
Read & execute =

List folder contents
Read
write

Permission entries:

For spacial permissions er sdvanced setings,
click Advanced

oK Cancel

Type  Principal Access Inherited from Applies to
% Allow SYSTEM Full control None This folder, subfolders and files
% Allow  Administrators (NSMyAdminist.. Full control None This folder, subfolders and files = L
% Allow  Domain Admins (NSM\Domai... Full control None This folder, subfolders and files
% Allow  Authenticated Users Read & execute None This folder, subfolders and files
% Allow Server Operators (NSM\Server... Read & execute None This folder, subfolders and files
% Allow CREATOR OWNER Full control None Subfolders and files only
Add Remove e
Disable inheritance
Replace all child object permission entries with inheritable permission entries from this object 5

Cancel Apply

©.o) ‘1'7i server AD F;'Jq DR lﬂﬁ C:A\Windows\SYSVOL\domain

copy file / folder Aeludull

Share

View

. <« Local Disk (C) » Windows » SYSVOL

» domain » v C,| Search domain

0 Favorites
B Desktop
& Downloads

| Recent places
1 This PC

&i Network

Titem  1item selected

Name

BEEre Nrck

Date modified Type

Open

Share with

Pin to Start
Send to
Cut

Copy

Delete

Rename

Properties

Open in new window

Restore previous versions

Include in library

Create shortcut

12/7/2022 2:59 PM

File folder

Sar 2012 R
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o.e¥) LUn Regedit.exe Browse U84
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Ntfrs\Parameters\Backu
p/Restore\Process at start up

whlwAn BurFlags 1 D4

g Registry Editor =
File Edit View Favorites Help

MNetman ||| Name Type Data

netprofm ab) (Default) REG_SZ (value not set)

NetTepPartSharing 2 BurFlags | REG_DWORD DxD0DDODOD (0)

netvsc -
| NlaSve MOd'W"'_

Npfs Modify Binary Data...

npsvctrig Delete

nsi
. nsiproxy
3 NTDS
- [ NtFrs

Rename

N

Parameters
|> Access Checks
an Backup/Restore
b - |, Process at Stari
p- | Cumulative Replic
|> Replica Sets =
: SysVol
SysVol Seeding

[N

Ntfs
- Ly Null
f -l nv_agp
E . nvraid
.p . nvstor

nxlog
i Parport
.p . partmgr
bl pei
E piide

o.) Restart AD server

Opas

Ratanothayanon

Shut down

Restart
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o

b.2) h1lnldd backup 1197090 lo.¢ 11 paste 7 C:AWindows\SYSVOL\domain

| F < domain == -
“ Home Share View 0‘

(.. - 4 | <« Local Disk (C:) » Windows » SYSVOL » domain v (’_a| | Search domain o |
"= Favorites MName Date modified Type Size
B Desktop Policies File folder
& Downloads scripts File folder

= Recent places

‘M This PC

b.®o) Restart server

Opas& h 0

Ratanothayanon

Shut down

Restart
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w.eo) WA cmd (run as admin)

AUNANED ntdsutil

= Administrator: Command Prompt - ntdsutil (=15 =

Microsoft Windows [Version 6.3.9608]
(c) 2013 Microsoft Corporation. All rights reserved.

C:\Users\opas.r>ntdsutil

ntdsutil: roles

fsmo maintenance: con

server connections: con to server nsm-dc-61

Binding to nsm-dc-01 ...

Connected to nsm-dc-01 using credentials of locally logged on user.
server connections: g

fsmo maintenance:

e Administrator: Command Prompt - ntdsutil HE
Infrastructure - CN=NTDS Settings,CN=NSM-DC-@1,CN=Servers,CN=NSM,CN=Sites,CN=Confd
figuration,DC=nsm,DC=or,DC=th

fsmo maintenance: seize naming mas

Attempting safe transfer of domain naming FSMO before seizure.

ldap_modify_sW error ©xc(12 (Unavailable Critical Extension).

Ldap extended error message is ©©@©2@AE: SvcErr: DSID-©321@40C, problem 5016 (U
AVAIL_EXTENSION), data 8619

Win32 error returned is éx2@ae(The role owner attribute could not be read.)
)
Depending on the error code this may indicate a connection,

ldap, or role transfer error.

Transfer of domain naming FSMO failed, proceeding with seizure ...

Server "nsm-dc-©1" knows about 5 roles

Schema - CN=NTDS Settings,CN=NSM-DC-©1,CN=Servers,CN=NSM,CN=Sites,CN=Configurati
on,DC=nsm,DC=or ,DC=th

Naming Master - CN=NTDS Settings,CN=NSM-DC-01,CN=Servers,CN=NSM,CN=Sites,CN=Con
iguration,DC=nsm,DC=or,DC=th

PDC - CN=NTDS Settings,CN=NSM-DC-01,CN=Servers,CN=NSM,CN=Sites,CN=Configuration,
DC=nsm,DC=or,DC=th

RID - CN=NTDS Settings,CN=NSM-DC-81,CN=Servers,CN=NSM,CN=Sites,CN=Configuration,
DC=nsm,DC=or,DC=th

Infrastructure - CN=NTDS Settings,CN=NSM-DC-@1,CN=Servers,CN=NSM,CN=Sites,CN=Con|
figuration,DC=nsm,DC=or,DC=th

fsmo maintenance: -
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.0b) Ul Veeam Y Home -> Replicas -> Failover Plan

FAILOVER PLAN
e
0} 37 B X
Start Start Test Retry Undo  Statistics | Edit Delete
to...
Actions Details Manage Plan
HOME Q n an object name to search for
4 MNAME PLATFORM T STATUS NUMBER OF VMS
failover p vCloud Completed 1
vCleud Ready 22
P
2, Disk {Imported)
¥ Disk (VeeamZIP)
4 [ Replicas
| Failover Plans
4 (STEETEE
[5 Success
[% Failed

b.om) AFNTNT failover plan 1don Start

JACKUP AND REPLICATION

B X

Start Start Test Retry Undo | Statis

Edit Delete
to...
Adtions Details Manage Plan
HOME Q) Type in an object name to search for
4 % Jobs NAME PLATFORM T STATUS NUMBER OF ¥MS
48 Backup [ failover plan AD vCloud Ready 1
i Replication = failover plan vCloud Ready 22
4 [ Backups &) Start
% Disk i) Startto..
2. Disk (Imported) B Tet
Disk [VesamZIP) Retry
4[5 Replicas Und’c
i Failover Plans Statistics
4 S es . Delete
[5 Success 3 Edi

[% Failed
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b.oc) 58NN VM Tanuzilu Success

Executing failover Plan: failover plan 1 >

Name: failover plan 1 Status: Success

Restore type:  Failover Plan Starttime:  12/2/2022 6:18:10 PM

Initiated by:  VEEAMOT\Administrator Endtime:  12/2/2022 6:37:02 PM

VM name Status Log

LFINSM-DC-01 Success Message Duration ™
=

CIINSM-NEWD... € Success Processing VM LAMP-05 0:00:43

GINSM-NEWA... € Success Waiting 10 sec before the next VM 2:00:10
1 NSM-Mail Success .

I':I_‘ Processing VM: LAMP-04 0:00:34

CHINSM-AADC... € Success Waiting 10 sec before the next VM 2:00:10

FE”"UE_DB Success Processing VM: thai-sciencemuseumn 0:00:31
JINSM-APP-0... Success -

|,:|_ Waiting 10 sec before the next VM 0:00:10
JINSM-0365 Success

I,:I_, Processing VM: OAS-KM 0:00:29

E,PEIOSTARE Success Waiting 10 sec before the next VM 0:00:10

CIMASTIME Success Processing VM: DAS-EDOC 0:0031
{1ERP-DB-01 Success .

I':I_, Waiting 10 sec before the next VM 0:00:10
{1ERP-APP-01 Success .

I':I_‘ Processing VM: NSM-DB-01 0:00:57
JILAMP-03 Success .

I':I_‘ Waiting 10 sec before the next VM 0:00:10
JILAMP-04 Success .

I':I_‘ Processing VIM: PMII 0:00:50

Eifithai-science... & Success Waiting 10 sec before the next VM 0:00:10
11 OAS-KM Success

I,:I_, Processing VM: ORBUS 0:01:00

E,POAS-EDOC Success Waiting 10 sec before the next VM 0:00:10
7INSM-DB-01 Success

I,:I_, Processing VM: OAS-Tracking 0:00:48

EIPMI Success Waiting 10 sec before the next VM 2:00:10
{10RBUS Success .

I':I_‘ Processing VM: plearnscience.com 0:00:55

Ci10AS-Tracking €2 Success Waiting 10 sec before the next VM 0:00:10

|':|E|p|earn5(|en.” Success Processing VM: OAS-Saraban 0:00:43

LM OAS-Saraban Success Failover plan executed, 23 VMs processed. Successes: 23, Warnings: 0, Errors: 0,

Job finished at 12/2/2022 &:37:02 PM .

. ATIVADUAN NI AUTEUUENTEULINA

& al

a s v 1 13 13 Y a & o { <
0.0) ATIAOUANIULVRLTSUIBINA Aws I Uledve s IiuInslendisesinduy

Powered on #3aly https://vcloudvece,.siscloudservices.com/tenant/1103-1928

Virtual Machines

]


https://vcloudvcc0๑.siscloudservices.com/tenant/1103-1928
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o) 14 FortiClient VPN wite VPN lUl¥amseuu DR

[ FortiClient -- The Security Fabric Agent

File Help

Upgrade to the full version to access additi and receive support.

Edit VPN Connection

VPN

Connection Name NSM-DR

Description

Remote Gateway 147.50.69.155 x
+Add Remote Gateway
Customize port 9443

Client Certificate None v

Authentication O Prompt on login o Save login

Username nsmuser-10

Do not Warn Invalid Server Certificate

o Enabling this option will allow you to connect to untrusted sites where
the VPN connection will not be secure. If connected to untrusted sites,
attackers could steal your information such as credentials, credit card
details, etc. Please contact your network administrator or support team

for assistance.

Cancel Save
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AAGBINTIAUNINEINsTuNsAANUINITSEULENSAUIA

ninensndndudedlddmiunisdauuinsszsuvasaumeanladdisosiausnglunis

AUAN
n¥nensiidesld U wiaslun1s9anI LI

Mobile computer room ® DR supplier Contract in place
facility
Gigabit switch G DR supplier Contract in place
HPE Synergy 12000 CTO ® DR supplier Contract in place
Frame "3oLi8uLyin
HPE SY480 GEN 10 %350 < DR supplier Contract in place
g UL
HPE NS HF 20 ® DR supplier Contract in place
HPE StoreOnce 3640 ® DR supplier Contract in place
48 TB
WINSvrStdDCCore 0o &o DR supplier Contract in place
SNGL OLP 2 Lic NL
Corelic
SQLSvrStdDCCore blee « DR supplier Contract in place
SNGL OLP 2 Lic NL
Corelic
VMware vSphere 7 & DR supplier Contract in place
Standard for 1
processor
VMware vCenter Server ® DR supplier Contract in place
7 Standard for vSphere
7 (Per Instance)
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nSwensidasld U unaslun1sinm U
veeam backup & & DR supplier Contract in place
replication enterprise
Link Internet @ GB DR supplier Contract in place
VPN ®00 DR supplier Contract in place

License
Back-up Site o-b Site | DR supplier Most recent backups only
Cloud DR vCPU N DR supplier
Cloud DR Memory oo GB | DR supplier
Cloud DR Disk @oolb& | DR supplier

GB

Dedicated Veeam ® DR supplier
Cloud Connect
Gateway
Veeam Cloud Connect G15) DR supplier
Replication per VM
Dedicated Public IP per ® DR supplier
IP
FortiGate-VMOsV virtual ® DR supplier
appliance
Link MPLS 100 Mbps ® DR supplier
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NsUYaILNUiAusTUUaSAUIARUUlNdesaAaunuiAUsTUUAN TEUNADU Y

wHufAusEUUAsaumARtUleadndusssondenisvihuvenudfussuuansaunaatu

d' 1 = a Ao & 4 [ [J a
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NsYIUYBILHUY AU STRUUasauARtuiisaransaaiiuselula

o - - 131999
Laviilenang YoLand1s FIUALLBYAVDUBNETT
WL
- WHUNFIANTRURNMSalgNIAN | wnun1sdnn1seURnisalaniau nm.
(Incident Management Plan : | (Incident Management Plan : IMP)
IMP)
- wunswAlugunsallasasng na.
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