TuadEaRuEnuTANIzRYuYreuR RS

(E15auasuasgandwsdmSussuuaenis) sau 24 s18m1s Deuuseuna 2558

oSS e manuvisnd welusll suarassih sunerasma Swmianusil

1. gunsalnszanedygranaietne (Switch 24 Ports) Fuu 12 183a9
TUazidunnmuanYne : |
1.1 fiwunves Switching bandwidth liitiesndn 136 Gbps uag Forwarding Rate liitfosndt 71.4

1.2

1.3

1.4

15
1.6

1.7
1.8
1.9
1.10

111
1.12
1.13
1.14

1.15

1.16

Mpps (Million Packet Per Second Anann1sds Packet au1n 64 Bytes)
893U Redundant Power Supply v3eimaindmiureidoutu Redundant Power
Supply meusnld ‘ ' |
fiwasauuy 10/100/1000 Base-T Sruiuliifosntdt 24 wese nnwesadeswiuayy MTU 14l
daunin 9,000 Bytes uazatiuayunisii Auto-MDIX (Medium Dependent Interface
Crossover) 1;31' |
Iwadn Gigabit Ethernet WU 1000 BASEX (SFP w38 GBIC) $huiuliitfesnii 4 wade iauendou
lugauuy 1000Base-SX $1uulidesni 2 Tuga
gnsnatuayuIIu MAC Addresses lalsitiaenin 16,000 Addresses
dmiunein UTP (R)-45) Aesatiuayunisvia Auto-MDIX uaz TDR (Time Domain
Reflectometers) &l ngunsel Mauslaianusavilé Whauegunsel TOR ifuikureyald
alUayUNMSYINASEY IEEES02.1p was IEFE802.1q
aﬁuauumsﬁw Spanning Tree AuINASIU IEEEB02.1d, IEEE802.1w way IEEE802.1s
atuayunsyin Port Aggregation AuRISgIY IEEES02.3ad 16
finefedmiuvh Stack Taslawie viesasiumsifis Module ey Stack Tnsawre Tunsaifilsl
fivawosadm¥uvi Stack uazsasiumsiia Module tievh Stack Tnoamiely anansawauaiiy
gunsaluiin Modular Chassis 7% Bandwidth s Slot laitieand 80 GBPS 14
aﬁuayumﬂﬁu‘%mi IP Multicast 978 Multicast VLAN registration (MVR) uag IGMP Group ¢
atuayunsvi VLAN lalideendn 255 active VLAN
atduayunsyh Port Mirror Taganansa Mirror Traffic lduinnin 2 wose weuq fuls
5095UN15IAU3NTS VLAN assignment waz Guest VLAN lalaevinausutu IEEES02. 1x ey
agnlley
annsanmuanistesiunisdarituvayasnis Access Control List (ACL) Tuszéiu Layer 2-4 161y
seAUNe$A fe Hardware-Based Filtering l9lsitioandn 625 ACEs
annsafmuRRuANNISIAUINTS - Iaaunsavi Packet Classification i
Source/Destination IP, Source/Destination MAC, Layer 4 Port Number, 802.1p COS uag
DiffServ Code Point (DSCP) ¢t
fsiduiannsatestunisley ¥38YNIN ¢8 Broadcast Storm, Unauthorized Spanning
Tree Protocol attached, MAC Address Flooding, DHCP Spoofing wag DHCP Rouge Server 1§
fiwosm USB wievesld Extemal Flash Card Wiemmuazmnlunsdanisdeya
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1.19

1.20
1.21
1.22
o 1.23

o 1.24

fiwesn Ethernet Management uag USB Console dmiuldimuadnisviniuesgunsal way
dwsuasraauszuule

auInUIMTWaEdnn1sgUnIaiene CLI, SSH, NTP, Syslog, SNMP waz RMON
Fasanunsodnreuy Rack 19 12 16

anansoldautunseudlnii-ludsandlng @ 220 v Aaud 50 - 60 Hz 18

fauesim dedldsunsudsisiunusminennidnesdnig vieameud wowdniog
Tutsznelneg |
nMsSuUseiu (Warranty) egetes 1 U Tudnwae On-site Support

o . x - o w . a4 N o
2. LHNNIGLATD4LUYIY 9Ue Blade amsvé Enclosure/Chassis huuv 2 AU 2 LAY
TuazidunnudnYae :

21 Swmheuszanauanais (CPU) sunalitfoandn 6 wnundn (6 core) dmsunoufunedusaie
(Server) IngawizuazfianusidyauuRnilidesndt 2.9 GHz swaulddesndi 2 nuae

22 CPU 5995umsUszuianatuy 64 bit $uiheaudiuuy Cache Memory litiaanit 15 MB sie
Processor

23 uHeNATHANTasu CPU laviudulsidesnin 2 wiie

24 fwbhweauswan (RAM) ¥ila DDR3 w3efiny fvualitdosndn 32 GB sessunsviaiuiuy
Advanced ECC, Lockstep Mode

25 fmhedadiudoya (Hard Disk) e SAS wuy SAS Hot-Plug w3 Hot Swap fifianuisiseulsl
Weuni1 15,000 seusiewnd wazduueanuglidesnit 140 6B Swaulidesndn 2 wie

2.6 atduayun1svina wuu RAID litieendt RAID 0, 1 8 Cache memory 512 MB wazdl Battery
Backed - Write Cache

27 fawideuseszuueietis uwuu 10 Gb Swaulitesnit 2 wie

28 fdnidensessuuiadetne wuu Gieabit s1uauliidesnd 2 wiwe

29  figunsal Dual Port 8Gb FC Host Bus Adapter wSefin1d1uu 1 wie

210 flsunsudmiuinsdanmsuarquateiaasiing anunsaldau DVD-ROM, USB device #ie
AN wuv Virtual Media 161

o211 ms¥udseiu (Warranty) egstles 3 ¥ wuu 20x7 Tudnweely On-site Support
@212 fiauesm dedldfummusisdsiumudmienndwesdnius wiemvwead wemdnios
Tudszinelne
#2153 aansaldnuiu § Blade HP C7000 (nAnfausifiRadeuarldnuog)
3. WHeIeeTATRiYIe ¥Tn Blade d1wFud Enclosure/Chassis $1uau 1 1A30s
TyazidunnuaNYLE :

3.1 diwdwuszanananan (CPU) vwalitiaenin 6 ununan (6 core) dmsuneuRiinesuaiane
(Server) lngawizwazdiauddygiauRnilitesndt 2.0 GHz Swuliddesnin 2 wihe

3.2 CPU 5295uUnsuszananatuy 64 bit iniieanudiuuu Cache Memory laitiosnin 15 MB #8
Processor

33 wiINITaNIessu CPU lasuiulidesndt 2 wule
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34 fheanudman (RAM) villa DDR3 w3ednd Svwalitdesndi 64 GB annsovenalasawly
Woanin 256 GB Wiofind wazaunsnsesiunsvineuuy Memory Mirroring wag Chipkill
wiasuiilaidustses

35 fimbedmfiudeya (Hard Disk) wlin SAS wuu SAS Hot-Plug 1138 Hot Swap fiflanuisaseulsl
1eend 15,000 seusteund wasivamuglitesndy 140 GB dwaulidesnit 2 wie

36  aduayunsvinau wuu RAID Litfesndt RAID 0, 1,1E %3e 10 laidusgraliey

37 Sdudeuseszuuiaiets wuu 10 Gbps Sunlitieenin 2 wmie

38 Sdudeuseszuuiaietny wuu Gigabit S1umlitiesni 2 wmie

3.9  {figunsal Dual Port 8Gb FC w3afindndiuiu 1 wie

310 flusunsudmiuudmsinmsuaquatedesisiang ausaldan DVD-ROM, USB device e
NI WU Virtual Media 161 e |

@311 nsSulseiu (Warranty) ageties 3 U wuu 24x7 ludnwie On-site Support
#3512 fauesn dedldisunsuidsiunudmhennidvessdnine viearwend e wdnig
Tudseinalng | | |
o313 @unsnldnutu § 1BV Blade Center S (WAnfnmiainmuarlfnueg)
4. gunsaldmiviafiudeyauuumeuen (External Storage) $1uou 1 1e38s
TuavidunAuaNYE :

a1 Jugunselifianilnensauuuy RAD Tnsannsnsesiunisvi RAID sefu 0,1,5,6,10 uadheiion

42 i Cache Memory munasailitaanii 4 GB wazanunsnveneligeaabitosndt 8 GB

43 s933UTIUI Hard disk drive lalaidosndt 24 gn

44 frgs 2U aansofnsadniu Rack wn 19 Gald

45  feuasim fouaus Disk Allmugsimudalidesnin 7 T8 (RAID sz 0) #e disk Wuu SAS
anusiseulaitesndt 10,000 RPM uiadindy |

46  @n3030s5UN3¥9u Dual Controller ¢ Tnaviauuwuy Active-Active %3e Fail Over

47  5e93uUnsAnde Hard Disk Idauuy SAS uaz NL SAS uaw SAS SSD Ififuegaifeslussuuiienty

48  @wnsayinnuaneue Flashcopy (snapshot) wag @13n3avin Full-image copy (Clone) 16

4.9  # Host interface WUU Fiber Channel fisesiuauifinaninds 8 Gbps S1uiuageties 8 ports

410 Tuvasdngl (Power Supply) Sruuliitesndn 2 mendeuieau (Fan) wuu Redundant

411 ausaviheuludnuae Thin Provisioning 161

4.12  § Management Software fianunsadansgunsaidafiudieya wuu GUI udesnu Web base
interface eilusgnton

4.13 finSediedmiulouteteya (Migrate) indsgunsaifiausludnune One-Way I#ifusshetios

414 flauenim fedldiumsuddeunudmhennidvesdniug nieauendwewdniuily
Usuineilng

415 msfulseiu (Warranty) agtias 3 U wuu 24x7 Tudnweuz On-site Support

@416 annsaldauiu § BM Blade Center S (vanfausifinnauasldaeg)

/5. ..
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5. aunsaldwiudaiudayauuunteuen slalwiusioewin 317U 1 1AT89
(External Storage Interface Fiber)

yaziunnuENYe :

51 sesdunsifendelulaseiauuy SAN 1§

52 i Controller $1uauagnetios 2 wine Tneidle Controller filadmilnde Miwdoannsavinau
selilaglifinansenusegldau

53  Controller @nansaviuuuy Fully Active/Active laganunsaid1ie Volume T¢anyn
Controller wiauriu

54 il Cache Memory auasalaitioandt 24 GB lnsazdesdl Battery wiawaluladdudmsutiostu
foyagamolunsdfifnlrihiados

55 il Host Interface WUy 8Gbps Fiber Channel w3afindy Snunuliidesnin 4 port

56 afuayun1sinausuu RAID Tiiauuy RAID 0, 1, 5 uae 6 wiawleuwh

57 @W1save1eANNTues LUN Ly On-line 1o

58  Hard Disk Drive $895Un15¥1191UlUU Hot Plug v3a Hot Swap wagaansavi Disk Spare e
eunaunilunsdififl Hard Disk demald

59 il Hard Disk Drive uila SAS agheies 12 wihe lnsusdazviheflvualiveendn 600GB vieui
aaslaitieandn 10,000 RPM

5.10 sesfumsinda Hard Disk Iégeanlaitdosnt 104 i Tavasdiessessu Hard Disk ¥iia SSD,
SAS, uag Nearline SAS (W30 SATA) 14

511 annsnsesiun1sindaviats RAID Level uavwane Data-to-Parity Ratio waufiunielug Storage
Wendule ;

512 @wnsavih Thin Provisioning Tusedu Hardware Tngaedasvinisifuuazan (Space Reclaimed)
ofiwas Thin Provisioning Pool I waznievdvavsmsliouuulidiafiuiinng

5.13  @1w150v1 Zero Detect Inald Hardware based 16

5.14 & Software dwsutielunsuimsdanisuaz Monitor #2 Storage Wunuuns i wazanunse
seafumshauiu SAN 18

515 # software fidselunaifiutioya wassenuussavdammdaunds (Historical performance)

516  SAnuaansolunis #5393 wae f1dm @ouzves Hard Disk 91 1Am Hot Spot 38 Bottleneck
Snluiid Inglidmansenusonisinuvesszuy Weldums Balance Usz@vsamwas Hard
Disk ynfigu

517 fwaluladmsyihauuuy Virtualization Mmeld Controller lneanunsavhnmsnszaietoya
(stripping) Tueglu disk nnfeu saufisaunsarinig Rebalance doyasening Disk I

518 see¥umaluladifiannsadesfumiudeneldiilusedu Hard Disk uay Disk Enclosure 1delag
swuvagfsvihausieluldedsderdies mganisvinu

519 @ansaviimsdndaly Rack wnsgls

5.20 31 Power Supplies waz Cooling Fans ¥191uMUU Redundant wag Hot Swap 1%

521 sesfumsvhanusmiuszuudfiRnisdetelud MS Windows Server, IBM-AIX, HP-UX, Oracle

Solaris, Oracle Linux, Red Hat Linux, Red Hat Enterprise Virtualization, VMware, Hyper-V
way Citrix Xen Server Iailusgnatios
/522 ..
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522 favesia dedlsiumsusiasunusmhennd wesdnias visauwendvewdning
Tudszwmelng
o523 msfulseiu (Warranty) egeties 3 U wuu 24x7 Tudnweuz On-site Support
@524 aunsaldnudu ¢ Blade HP C7000 (nBnfnsifiinduasdaeg)
6. aﬂnmﬁ)aaﬁ’uua"m'aaé’unﬁqr\;ﬂ (Intrusion Prevention System) F1uu 1 1T
SeavidunnuanYE :

6.1 1Yugunsal Hardware Appliance ‘m'mm‘wﬂaﬁﬂuﬂﬁumﬂuummmsamaﬂammmaﬁﬂaLawwz
LLasmaalm%qﬂﬂmﬂizmw UTM wi3ogunsal Firewall fianunsevimdilidu ips ¢

6.2  19¥umsussiiiuain Gartner Magic Quadrant Tud 2013 wieTaanliidudi (Leaders) lungy
man Intrusion Prevention Systems (IPS)

6.3 i.lﬂ’l’mLi’sﬂ’ﬁmi’mﬁ)‘uLLﬁ“’ﬂ’eNﬂﬁﬂ’ﬁ‘Uﬂiﬂ‘Uﬁi”UULﬂiaﬁv’lfﬂmuaﬂﬂ?’l 1 Gbps (IPS Throughput)

6.4 31U Max Concurrent Connections 1fuuaam‘1 2,000,000 wag New Connections/sec 8
Wosn31 35,000

65 {iA1 Latency liifiu 150 microseconds wazil Memory (RAM) laitiaenin 16 GB

66 i Network Interface dwduimihiinadusasestumsyngauussuuiafetne wuy 1 Gbps
wuu Copper Suubiitesnds 8 nadn

67  Network Interface dwiuvimihinmadusastlesiunmsyninuussuuiaietnevianunvedia
gunsalfhiaue fosianuaiunsa Fail-Open melud interface Taglaidnudesiiqunsaisu
Mmeyuen

6.8 uUnsaifiasamnsavin Bypass Tunsel Hardware/Software iialayn lnedesannsadenyiia
WUV Fail-open %38 Fail-Close Tuusiaz Segment 16 |

6.9 il Network Interface Ethernet 10/100/1000 é’m%’uﬁmﬁhﬁu‘%mﬁé’ﬂmsqﬁﬂ'ﬁaﬁﬂmawwz
(Out of band management)

6.10 #52UU Redundant power supplies Lzavlﬁaﬂnm Hard Drive wuu Solid State

6.11 aunsotlesfufuanauditlednandulud Adobe POFs way Microsoft Office | (Content
Awareness)

6.12  @nansatesiumayngnuuszuuiaSetnsandeanauluguiuuves Worms, Triojans, Backdoor
attacks, Spyware, Port scans, VoIP attacks, IPv6 attacks, DoS attacks, Buffer overflows, P2P
attacks, Statistical anomalies, Protocol anomalies, Application anomalies, Malformed
traffic, Invalid headers, Blended threats, Rate-based threats, Zero-day threats, TCP
segmentations and, uag IP fragmentation 1@

6.13 fszuvuimsdnnisguniaitesiunisynsnuussuuiaieis angudnantlaesiosnmueaud®

ssisludidustedon

1) Wugunsaluuy Appliance fignaenuuusndmiuvimihiiuiwisdanisgunsaitlastunis
nsynsnszuuseteiithiauelnsians Tnsfeadiugunsainnidvemandusifeaiuiay
annsavhausaiuliluegwd

2) aunsauimsdamsgunsaiiesiunsmsyninseuuiasetaldlitdesndt 10 gunsel

/ 3) @usn ...
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3) awsndaifiumenisal (Events) 3ngunsailfesnisnmsyninszuuaiatne Talidesnd 20
auwmenisal (Events) iusgliay
9 auseiunariinneideyalszan NetFlow anngunsalneuenldshesgunsaiies gl
fufusedldgunsaibuaiunnuaansed
5) awnsansnaeukanifudeyavesgunsalluszuuiasetelilidesndt 2,000 aunsel
6) aunsonsgeulanfvieyadieluivesgunsallusruueadeteld
- Physical/virtual hosts
- Operating systems
- Applications
- Consumer devices
- Mobile phones
- Routers, Network printers
- Potential vulnerabilities
- Network flow and bandwidth
- Network anomalies
- User identity
7). awsadfuusulsuernutaensislfed1sdmlulia (Automated policy tuning) ilaszuy
ARdeunuteyatesnivesgunsallussuuesatigle
8) awnsadnideyasingunsalfumdestwiigu Rapid7, Qualys dmiumsuiuussulevie
anuUaandole
9) @nnsnuansanuNTIalviuYegUnsal (Dashboard) lnsanunsauasfisaaiunisaignlaud
yessruUASeTe warannsadenuandluszfunusuussiiaulald Tnsaunsnidenuans
Lawwzm'ﬂamﬁﬁimaﬂizmasngmmﬁum‘%m}'\aﬁﬁmuﬂlﬁ
10) ansauauedeyairiiuszuumu Application fisudnunzduau flow wieUSiadeya
(K8/s) 1at
11) annsadnifiveyaiifinisTaud (Packet Capture) wazannsadengliinsmssangunsnl
UIM5IANTS |
o# 614 SuuszAuBum (Warranty) eghaifes 1 3 ludnwaue On-site Support
@615 e fedldumsusidsunusmiinnidessdning wisaweudwewdning
Tuusznalve

7. sruuuImIdanisgunsaliniadie (Network Management) F1uau 1 1A3es
TUasLBunAMaNYE :
7.1 fwhegUszmananaiadunuu Intel Xeon anuialsitiesnin 2.2 GHz, 20 MB Cache %38
Weuwin drunulddesnin 2 wihe
7.2 Swwevessniheanudmanlitesnit 16 GB
7.3 fiwesn Gigabit Ethernet wuu 10/100/1000 Base-T s1unuliveanii 2 wedn
74 flvwevesiufidaiuteyalitiennit 600 B Taefimuilumstuiindeyalitesnd 10,000
rpom waziBunuy SAS Disks $ruuliitisanin 2 wihe
/5.
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75 funasitenszualuiiauin 450w wuu Redundant Power Supply S1uaulsitesnii 2 wiae

7.6 awnsauimsianisgunsallusruuiaietie loun Router, Switch wag Wireless Access point
lalsiteandt 100 gunsal

7.7 fis¥uv Dashboard uansdayagldnuluszuuinions

78 aunseadenenuiivandioyadeolud
1) Inventory
2) a@dAnsle (Throughput %38 Utilization)
3) gl
4) CPU Utilization
5) Memory Utilization

79 aaseadiesenulduuuseiu sedua warsediou Idilusdisley wazdmfuseauldly
JUluU CSV wag POF lasansodafiuiu File wieods e-mail 16

710 aunsafmundvisvesguaszuuldmussiunislénuld Wy Admin wag System Monitoring I

7.11  @mnsauimsnsianisaunsaleag SNMP v, vae, v3 19

712 awsaudmsdnnisseuvluguuuy Graphical User Interface (GUI) w3oW1un1e Web-Browser
et

713 Fessgunsaiuazimun Policy Tnefifiamgy muanmuiid ewae. fviun

7.14  gunseifesaunsafintuu Rack aumanmsgiu 197 18

0@ 7.15 Suuseiududn (Warranty) agetios 1 U ludnweug On-site Support
@716 fauesim deddiunsuisiumusmmenndendnios wiodrwed e wdadis

Tutszwmelng

8. gunIalAlUANTIUUNIEAEEyYIMATatg ]S U7 1 1389
Wireless LAN Controller (for HA/Redundant)

i?%}ﬁ“taﬂﬂﬂmaﬂiﬂm“’ :

8.1 aﬁﬂsmmu Appliance waaﬂuvmmsﬂ‘m’mﬁmaﬂﬂm Wireless Access Point laglaniy

82 fnshnammein Gigablt Ethernet WUy 1000 Base-T 8&atioy 4 wosn wavamnsavensligen
atley 8 wain

83  @unsamunl Wireless Access Point Idlsitfosndn 75 1nSes wazsesumsvesgunsainszane
&yannuuuldane Wireless Access Point) Tiliitiasnin 500 o

8.4  vhowldmuuinsgiu IEEE 802.11a, 802.11b, 802.11g, 802.11n Uag 802.11ac

85  5835UNII1 VLAN leenunmsnu IEEE 802.1Q 161

8.6  5833UMIMN Link Aggregation leimuanmsgiu IEEE 802.1AX

87 doustaffu Access Point Tnen1sldfeulusianea Control and Provisioning of Wireless Access
Points (CAPWAP) %38 Lightweight Access Point Protocol (LWAPP) 141

8.8 fiszuvihwanulasadaauuinigiu Wired Equivalent Privacy (WEP), Wi-Fi Protected
Access (WPA) way Wi-Fi Protected Access 2 (WPA2)

8.9  aunsarihsviateyaldniuuinsgiu WEP, TKIP uay AES

/810 ..
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8.10

8.11
8.12
8.13

8.14

8.15
8.16

8.17
8.18
8.19

8.20
8.21

8.22
8.23
8.24

8.25
8.26
8.27
8.28
8.29
8.30
o 8.31

g 8.32

anusavhnmsaTIRaeUdlEuIATy I IEEE 802.1X fuieluil LEAP, PEAP, EAP-FAST uas
EAP-TLS

A1015091N1IATINEDURLEINUE NN Web-Based 1a

AnunsaiUBau Channel was Access Point ldmuanimuindey (Dynamic Channel Assignment)
fissuunsndunssumurpsdynnuara1usnuUuUsERTulE (nterference Detection and
Avoidance) .
annsassrmaailifidyaauazudlulilaesalut@ (Coverage Hole Detection and -
Correction)

aunsaasiauarmuauTzAuaLEsIlunsady g 1vee Wireless Access Point wiewild
awmﬁﬂﬂizmag{lmm‘wm Wireless Access Point fieglatseuldlnudnlusid (Client Load
Balancing) :

3895UN15¥11 Roaming valudnwase Layer 2 uae Layer 3 16

AM15099293U wartaariu Access Point wanUasuldt (Rogue Detection and Containment)
sesfunmsmnsnaeusastosiunmslaufvussuueietieliane (Wireless Intrusion Prevention)
Ieluouran |

ansatdesiunslan® Management Frame 16i%e Management Frame Protection (MFP)
d@113aAuAN Quality of Service (QoS) lAwuy Bandwidth Contract, Traffic Shaping wag RF
Utilization Ieilusgetioy

a11130%11 Access Control List #1131 IP Address, Protocol Type, Port waga1 DSCP 1
a3ansIvaEa Uy ldnuTImAuTEUY Radius Server %39 LDAP Server meuanldl
annsavihenusanAy Radius Server Wiiarfuun Policy ¥4 VLAN, QoS uag ACL fiuansariy
dwiuusazdlinuvienguuesldanild (Role-Based Policy) |
aansauImsianisgunsaliiau HTTP, HTTPS, Telnet, SSH uag Console Port 141
mmmusmsammiaﬂﬂsmmu‘lﬂﬂmaa SNMP V1, V2c uag V3 1ﬂ

soe§un1sIfin Redundant Power Supply laluauian

qunsalfissimaasgumdasndie FCC, EN uay UL Wuethiley
wionRndgunsaiuasrmun Policy mmmum e, v Tnofidengy
mmszﬂmwummzua‘twﬁﬂuﬂizmﬁlm # 220 V A 50 — 60 Hz 167

FuuseAudum (Warranty) ag1eties 1 U ludnwag On-site Support

fraueian dadldiumsusisiunudmisnnd womanine wieawead veswdniom
Tulszinalng

2 . . . o o
9. gunsaitlasiumsynsniiuled (Web Application Firewall) 13U 1 1ATDY
Teazidannndnya
9.1 Jugunsaiteanuuuianiz (Appliance) Wavimiifidu Firewall n579du Application &4l4g

9.2

9.3

an1IAENITUWUU Single Pass Software uagiin1sviaiuwes Control Plane kaz Data Plane fiuen
oonaniu Tneflassadisuuy Rack mount annsafnadlugifugunsaivumnasgmy 19 Gl
figaifieusia Network wuu 10/100/1000 S1uaulaitiesndt 12 9a uazuuu Gigabit SFP laitios
ni1 8 30 wazilgaidieurauuy Gigabit dwsutdmsdnnisgunsallaeianie (Out of Band
Management) 8gW1iag 1 wa%maﬂmmmmﬂqﬂﬁamﬁa Network Un@
il Harddisk WUy Solid-State vulaisng1 120 GB
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9.4  sasumsdeiudayauiuu Application Firewall (Layer 7) 167 Throughput liitfeandn 2 Gbps
TngsasiudnuIu session Wnliitaanin 250,000 sessions wag 5895UA58519 Session Tuailély
Ue8NI1 50,000 sessions Ao W

9.5  amnIavhuLUL IPSec VPN 16 Throughput laitfaandt 500 Mbps wazsessu VPN Tunnel
Tiitiesnin 1,000 tunnels

9.6  @WsAYIIIULUY SSL VPN Tagsessu Concurrent Users laliitasnin 1,000 Au

9.7 @nnsauinsid (Encryption) WUy 3DES, AES (128 bit, 192 bit, 256 bit) uagsesiuns
Authentication wuu MD5, SHA éiduedetios |

9.8  @unsnnensviavestioyauseLAn SSL (Inbound Uag Outbound) uag SSH 1&

99  annsasesfuIATEIUMITNIUm Fareluil VLAN (802.1Q), NAT , DHCP Relay , OSPF, RIP,
BGP, Multicast Routing (PIM-SM, PIM-SSM, IGMP), Syslog, SNMP (V.2 and V.3)

9.10 annsaviruludnuue Layer 2, Layer 3, Transparent (Virtual Wire) waz Tap Mode 1# Ing
enunsnRndegadiousia Network va3gunsel (interface) Ivhenluguiuuiinansefldndeuiy

9.11 amnsavih NAT lugUuuun1s1euuy Transparent Intine 16

9.12  399¥unsvh High Availability (HA) WUy Active/Passive tag Active/Active 11 Inefigaidouste
WU Gigabit dm3urh HA Tnalewnzathsiies 2 99 wenssnnangadiensa Network Un

9.13  @unsansIvaeU i (User Authentication/Identification) ffussuy Microsoft Active
Directory, LDAP, Novel eDirectory, RADIUS, Microsoft Exchange, Microsoft Terminal
Services, wa Citrix XenApp ifisldlunisadraulevienisldauls B

9.14  @ansamununslda Application lalideendt 1,900 application Inaaseunauiiongs
Application #1499 19U Files-sharing, Encrypted-tunnel, Gaming, Instant Messaging, Internet
Conferencing uag P2P Wuetetloy

9.15 @m13nvi1 Application Layer Gateway (ALG) dmsuluslanea wu FTP, SIP, H.323, RTSP,
Oracle/SQLNet/TNS uaz MGCP laifusenetia

9.16 @301 QoS WUy Guaranteed, Maximum wag Priority Bandwidth 18 lnefvusuleuianis
1 QoS (Traffic shaping poiicy) U Application, User, Source, Destination, Interface Way
IPSec VPN Tunnel laiduageties

9.17 annsafwun Virtual Router lalidosndt 10 40 uaz 5833 Security Zone litiaundn 40 Zones

9.18  vessunsAMmuUAsEUULEau (Virtual System) Tdannndn 5 seuvlusuian

9.19 fiszuudesiufzanau (Threat Prevention) Inadl IPS, Antivirus wag Antispyware (#38 Anti-
Bot) neaunsasessu Throughput litlaenin 1 Gbps

9.20 {iszuunsaedey Malware Tnsifissliiaglugrudosa (Unknown Malwares) Tngldiszuu Cloud-
based Engine Ssamnsnlinszinginssuvesinddesasdvlslidosndt 130 ngfnssy anwnse
a¥eguuuumstiesiu (Signature) wazdanduan Update fidhgunsaililaesalui® Tnsaaiaue
JusvuunSegunsalieiunavenls

9.21 sosiumsvheuluy URL fittering vusgunsalldlueuian Inefimsudaiulesesnidungy
(categories) wagausafiIvun White list (Allow list) / Black list (Block list) 161
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9.22

9.23
9.24
9.25

oF9.26
o 9.27

sesfumistlesfunisidinanuledfilioyndlaeniedoulalueuian wu riwmae Search Engine
Cache (19U Google cache) waz Translation Site (19U Google translate) 16t
@130UISIANTTRUNIAIMUY Web interface waz Command Line Interface 161
ansaldnusunszualiluysanelve 7 220 v awd 50 - 60 Hz 18
wBRAnT i naueseseglu Gartner Leader Quadrant #1u Enterprise Network Firewalls U
2014 wi3alnain

Fuuseiudua (Warranty) ag1etion 1 U Tudhwg On-site Support

fauesian dedldifunsusisdsmunusmhernidmesdning visauendwen@niog
luszinalng

10. Access Point (Indoor) | ~ dwu 20 1ATes
TNYALIBUARMANYME : |
10.1 aansavhausuiugunsal Wireless LAN Controller Miaualdatisfiusz@nsnmw

10.2

103

10.4

10.5

10.6
10.7
10.8
10.9
10.10

10.11
10.12
10.13
10.14
10.15
10.16
10.17
10.18
10.19
o 10.20

o@ 10.21
o@ 10.22

gunsaifesunsiuTewnaIgunrszuuaiatieliatevie WIFI Certification muunnsgu
IEEE 802.11a, IEEE802.11g, IEEE 802.11n uag IEEE 802.11ac
gunseifiesriumsiussanassumsidentesdyanalumsldnunuanasgu Dynamic
Frequency Selection (DFS)

gunsaifiesrihunssessumsidanlussuunduaad 2.4 GHz uae 5 GHz figruanud 20 MHz
way 40 MHz

fdesdyqunisTdauuunduanud 2.4 GHz S 13 Yesdyaranduedielos wasuundy
Al 5 GHz $1uau 16 Yesdyaandusenados

fi@1@n1ALUY Multiple-input Multiple-Output (MIMO) %in 3x4 #Safini
finermeauuungluyiin Omni Directional Antenna w3avdn 360 aen

fiwesn Gigabit Ethernet WUy 10/100/1000 Base-T wiadini1 S1uiulitesnit 1 wesn
fiwedndmiumsusmsianisuse Management Console Port $1unulsitiesnin 1 wesn
sesfunstenseualwimusnasgiu IEEE 802.3at W3a Power over Ethernet (POE) 1¢f Tng
Apadigunsninmsdnenszualadandudigunsal

i Power Injector mw%’éuqﬂﬂiiﬁ

fwheauduuy DRAM vwalifesndn 512 MB uazuuy Flash wunaliidesndt 64 MB
aduayuIBnsRgalmauaLanasg1u IEEE802.11i wuu WPA2 uaz WPA 1fiduatades
atduayunsiigaumauvesdldeuuuaiavieliaeauuinsgiu IEEES02.1x 16
Hlvluananugnisvinauvesgunsal

Iisumssusasmuunasgiu UL, EN wag FCC [{luagetion

wionsiiunsindegunsnl o aaufisvun

annsoldauiunszudliinludsemelng 7 220 V avwid 50 - 60 Hz 1§
gunsafsnduretminazdiliaeniunisldaumnnoy

Hauesian fedlisumsudsisiumus misnnidwesdnias wieamveudmewdnias
ludszinalve

Fuusziudum (Warranty) egetiag 1 U

anun3vhaus WA Cisco Wireless Controller 5508 (randausiviansauaz]danuot)
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