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Web Application Architecture
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Top Strategic Technology Trends for 2023

+ Digital Immune System * Industry Cloud Platforms * Superapps
+ Applied Observability + Platform Engineering + Adaptive Al
* Al Trust, Risk and Security + Wireless Value Realization + Metaverse
Management
Sustainable Technology
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Digital Inmune System: Optimize Resilience
Six elements of a digital immune system

Apps Supply Observability

Chain Security 7
Digital teams
responsible
for revenue

Site Reliability
Engineering

Al-Augmented
Testing

Less downtime

Chaos
Engineering

Autoremediation

Source: Gartner
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Applied Observability: Optimize Operations
Al analyzes data from, and the context of, prior decision making to drive faster and more accurate future decisions.

3 ‘
3
3 i Proactively Drive Business Value
@
>
% Context -
% User Journeys, Industry Knowledge

Events, Emails, Images ...

Raw Data

4

AnUsenau &en Applied Observability

Source: Gartner
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Al TRiSM: Optimize Trust in Al

Four pillars of Al trust, risk and security management

®— @& —

Unmanaged Managed
Risks Risks
Al TRiSM
Explainability/Model ModelOps Al Application Privacy
Monitoring Security

Q @ @ =

Source: Gartner
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Industry Cloud Platforms: Scale Vertically
Traditional enterprise cloud categories will morph into composable industry cloud platforms.

Industry Cloud
Platforms

7

Industry Cloud Platform Innovations

@5 o @ & e O O

PBCs/APIs Marketplaces Compliance Composable Data Fabric Intelligence Fusion Teams Sustainable Infrastructure Anywhere

s

Business Departments Developers, Business Technologists IT Infrastructure

Source: Gartner
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Industry Cloud Platforms Ha38un1sl4 Cloud ifiuldagunsvanedsiisidu private
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Platform Engineering: Scale Delivery
Conceptual outline of an example platform and its principal components

Development Team

Consumption
| 3 ; o En . -
« 75 Engineering Platform
’ Platform
ﬁ = @ Engineering
Team

Reusable Developer Self-Service
Components Tools Developer Portal

Automation
1:, i~ Complex Infrastructure

Source: Gartner
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Wireless-Value Realization: Scale Everywhere
Different devices utilizing different technology create value beyond communication.

opl Things-Focused

g et
W 5= T S {0
End-User Devices Edge Devices RFID
Network Demand

- -

= A ® EyIE

° )l o

Wi-Fi5, Wi-Fi6, Wi-Fi7 4G, LTE,5G BLE, Zigbee, EnOcean HF, UHF, VHF

AMNUTLNBU &0 Wireless-Value Realization

Wireless-Value Realization Inanisnmussueswuildugunsalinduliaenie Wireless s

Falalloud Wi-Fi ufisauie Bluetooth uay ¢G
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Superapps: Pioneer Engagement
Five characteristics of a superapp

User discovery and
activation of miniapps

Apps
{5 User discovery and @ Design and development

@ activation of miniapps / o"\ /’O @ framework for miniapps

g ° o

\zﬁk < oy y

%\ \J /

(,@ Data-sharing between %, K‘X}‘ f " @ Publication mechanism
superapp and miniapps @ag %\ Q\'i" for miniapps ecosystem

Source: Gartner
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Adaptive Al: Pioneer Acceleration
Adaptive Al systems use real-time feedback to learn dynamically and adjust, even for unforeseen real-world changes.

. Development .

’R Responds to
changing environments

0 @ Adds to

* > . . . .

o , limited training data
Adaptive Al

Personalizes
generalized results

"*- Runtime °

Source: Gartner
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Metaverse: Pioneer Opportunity
Opportunities in a metaverse (now and in the future)

Customer
Service

Training Trading

oy 2 o8 & '

o —
Digital Gaming Virtual Shared Spatial Tokenized
Humans Spaces Experiences Computing Assets
Metaverse

NMNUSENBU &.@0 Metaverse
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Sustainable Technology: Do It All Sustainably
High-level architecture of sustainable technology

Technology Enablement

v 2 N
- tele] N
Enterprise .’ Govermance ~ _ Customerand Society
Sustainability - Identity Privacy N Sustainability
/ Compliance Risk >

9 ® .

, N
’ Environmental Social \
3 N
Biodiversity  Climate Education DEI .
< Energy Circularity Health Humanitarian 7

RN Food Water Poverty Participation

SustainablelT - - ~—

Source: Gartner
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[@] The TOGAF® Standard, Version «.lo, Copyright © boo&-boez, The Open Group
[o] COBIT, an ISACA Framework, https://www.isaca.org/resources/cobit

[en] ISO beloowe, https://www.iso.org/isoiec-bsoos-information-security.html

[¢] nsauntsiiuguataya (Data Governance Framework) (DGA), .. b&ol
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